SHOP COUNTER NOTICE

Scan Safe: UPI QR Fraud Defence

Scanning a QR can NEVER send money to you.
If an app asks for your PIN, you are PAYING — not receiving.

7 Scams to Refuse

o "Scan this code to receive your refund /
cashback / prize."

e A new sticker glued over the shop's real
payment QR.

e Callers asking you to install screen-share
apps.

o Fake customer-care numbers from search
or SMS.

o "Collect request" pop-ups that actually
debit you.

0 Overpayment screenshots demanding
partial refunds.

o Scanner apps shared through WhatsApp
forwards.

Staff Daily Checklist

v

v

Payer name on screen must match this
shop's name — every payment.

Check the QR sticker for tampering once
per shift.

Photo of the displayed code each morning
as proof.

Confirm money in OUR bank SMS, never a
customer screenshot.

No PIN sharing — with anyone, ever,
including "bank staff".

Only official app stores; use built-in
camera scanner.

Fraud happened? Act in the golden hour:
Call 1930 immediately - File at cybercrime.gov.in - Then inform your bank

Free UPI QR Generator: qrcodegenerator.qrpress.in/upi

Print free from qrcodegenerator.qrpress.in/blog/upi-qr-code-scams - Share with every shop on your street.
Standard UPI payments carry no charge for merchants. Verify every payee name before confirming.




